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Agenda
HIPAA Compliance – New Topics

• J. Sibenaller

Software Licensing Related to Alumni Access
• D. Vonder Heide

Internet Bandwidth Planning
• D. Vonder Heide

Technology Briefing
• S. Malisch
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HIPAA Compliance – Current State
HIPAA Compliance Review Conducted

• Mid FY16 Baker Tilly performed – “HIPAA IT Security Governance and Compliance Assessment” 
• 7 findings published Jan 2016

Actions to Date
• HIPAA Privacy and Security Compliance Council formed (subcommittee to ISAC)
• Initial meeting held, future meetings being planned
• Findings under review

• Some information security policies already updated
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High
Oversight
Policies, Standards, and Procedures
Monitoring and Audit

Medium Training and Awareness

Low
Open Communications for Reporting Suspicions of Privacy or Security Violations
Enforcement and Discipline
Response and Prevention



HIPAA Compliance – New Topics
Video Capture for Community & Family Services Clinic

• Zoom has HIPAA compliant capabilities
• Requires signing a BAA, covered entity status concern
• Need a solution to enable Clinic services

Secure Email – LUC & Trinity
• Electronic Private Health Information (ePHI) transmitted in emails
• Short term – awareness and work around solution
• Long term – Secure email solution/process

LOCUS Medical Information
• Illinois' Personal Information Protection Act ("PIPA") changes
• Now includes medical information
• Revisit storage/purge requirements
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Internet Bandwidth Planning
October, 2016 



Current Internet Connectivity 



Usage

• Avg. Utilization 550/700MB
• Earlier peak time
• Consistent throughout the day
• More use of streaming 

services



Proposed Internet Connectivity 



Proposed Internet Connectivity 



Costs

This request will provide the infrastructure that connects the 
university to the internet from its current 2 gig connection up to 
speeds of 10 Gig. The requests includes upgrading the firewall, 
the router and the IPS security device The cost for the network 
equipment is ($150,000.00) and the Security IPS is ($200,000.00)

NOTE:  Configuration and quotes are work in 
progress at this time and subject to further revision



Stopgap 

• Reroute LSC traffic 
to utilize HSD 
bandwidth

• Mertz
• Santa Clara
• Spring Hill
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Technology 
Briefing
2016



Resources
1. Educause Review (January/February 2016)
2. Educause Center for Analysis and Research (ECAR) (January 2016)
3. The Campus Computing Project 2015
4. Gartner:  IT Key Metrics Data 2016 (December 2015)
5. ECAR Study of Students and Information Technology (December 2015)
6. ECAR Study of Faculty and Information Technology (October 2015)
7. Educause Core Data Service Trends Almanac (February 2016)



Industry Issues and 
Priorities



Educause Review
http://www.educause.edu
January/February 2016

http://www.educause.edu/


Loyola 
University 
Chicago 
Confidential 
Materials –
Do not 
Distribute



Loyola 
University 
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Do not 
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Application 
Integration…



Educause Review
http://www.educause.edu
January/February 2016

http://www.educause.edu/


Information Security Program Components

Awareness, Education  
& Training

Incident Response

Governance Data Identification,  
Analysis & Forensics

Policies, Procedures 
& Guidelines

Risk Assessment 
Program

Vulnerability 
Assessments

Cyber Threat 
Protection

Audit, Compliance & 
Regulations Secure Access

Security Operations 
Center ERP Security Services

Loyola University Chicago Confidential Materials – Do not Distribute
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Oct 2014
HP publishes case study
on LUC’s use of location 
filtering to block cyber 
attacks and internet 
threats.
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Information Security – A Layered Approach
Loyola University Chicago Confidential Materials – Do not Distribute

Supporting organizations:
• Educause
• Internet2
• REN-ISAC







Educause Review
http://www.educause.edu
January/February 2016

http://www.educause.edu/


Higher Ed IT Spend as a Percent of Revenue …
CONFIDENTIAL FOR 
INTERNAL USE ONLY

Footnote - Gartner historical Average IT Spending as a Percent of Revenue:
2014 Average = 5%
2013 Average = 4.7%



ITS Operating Budget Benchmark CONFIDENTIAL FOR 
INTERNAL USE ONLY

2002-2009 ITS Budget includes ITS Operating Budget
2009-2017 ITS Budget includes ITS and Technology Fee Operating Budget
2012-2017 ITS Budget includes addition of funds for Shared Services to LUMC, Lawson Maintenance, BSI Tax Software and MHC Payroll Software
2014-2017 ITS Budget includes addition of funds due to Centralization of ITS Costs across the University
2016-2017 ITS Budget excludes all budget and cost reductions due to enrollment and MAP grant funding shortfall
2015-2017 Revenue excludes the Health Sciences Division
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FY16 Technology Fee Breakdown… CONFIDENTIAL FOR 
INTERNAL USE ONLY

FY16 Revenue $2,994,141
Tech Fee Category Actual Amount Expended
Membership & Dues 62,109$                                
ResNet Lab Support 415,338$                              
Software Maintenance 1,286,783$                           
Student Technology Refresh Programs 991,197$                              
Telecom/Internet 407,160$                              
Grand Total 3,162,586$                           
Deficit ($168,445)



Central IT Operating…
CONFIDENTIAL FOR 
INTERNAL USE ONLY

Salary & Benefits
67%

Services and Maintenance
20%

Membership & Dues
1%

Telecommunications
8%

Consulting/Training/
Departmental/Other*

4%

FY16 Consolidated Operating Budget
ITS incl. Technology Fee 



Portfolio Alignment…

Run – Ongoing operations
Grow – Information systems and services to optimize performance
Transform – New technologies and processes that fundamentally promote change

*Best Practice source – Gartner, Dec 2015
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Educause Review
http://www.educause.edu
January/February 2016

Advice to optimize educational technologies:
• Implement practices that strengthen relationships: faculty to student, student to 

student, faculty to faculty
• Consider how faculty curate and create relevant content; make it easier for them to 

curate, create and provide access to that content
• Provide appropriate and effective instructional design support and resources for 

effective use of technologies
• Promote active involvement by students in and out of the classroom
• Keep students on task/invested/engaged/persisting
• Develop ways for faculty and students to share their experiences
• Partner with other units
• Tap into existing expertise in the faculty ranks

http://www.educause.edu/
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Trends and Support for 
Teaching and Learning 

Technology

The Campus Computing Project, 2015
campuscomputing.net
October 2015



• Makerspaces
• Adaptive learning
• Affective computing
• Augmented Reality
• Badging
• OER
• The Internet of 

Things (IoT )
• Learning analytics
• IaaS, SaaS, PaaS…!

Adaptive learning in its fundamental form is a learning methodology that changes the pedagogical approach toward a 
student based on the student’s input and a predefined response. Adaptive learning more recently is being associated 
with a large-scale collection of learning data and statistically based pedagogical responses and can be seen as a subset 
of personalized learning that includes such approaches as affective and somatic computing.

Affective computing technologies sense the emotional state of a user (via sensors, microphone, cameras and/or 
software logic) and respond by performing specific, predefined product/service features, such as changing a quiz or 
recommending a set of videos to fit the mood of the learner. Affective computing tries to address one of the major 
drawbacks of online learning versus in-classroom learning. (Using more sensors vs. data alone)

Augmented reality (AR) is the real-time use of information in the form of text, graphics, audio and other virtual 
enhancements integrated with real-world objects. It is this “real world” element that differentiates AR from virtual
reality. AR integrates and adds value to the user’s interaction with the real world, versus a simulation.

The Internet of Things (IoT) is the network of physical objects that contain embedded technology to communicate 
and sense or interact with their internal states or the external environment.

Learning analytics is the use of intelligent data, learner-produced data, and analysis 
models to discover information and social connections for predicting and advising 
people's learning."

Open Educational Resources (OER) are freely accessible, openly licensed documents and media that are useful for 
teaching, learning, and assessing as well as for research purposes. (Healing Earth uses OER)

Digital badges or “badging” are a validated indicator of accomplishment, skill, quality or interest that can be earned in 
various learning environments.

Makerspaces are community-operated workspaces where people with common interests, often in computers, 
machining, technology, science, digital art or electronic art, can meet, socialize, create, build, and collaborate.

http://www.gartner.com/it-glossary/?s=Learning+Analytics

https://en.wikipedia.org/wiki/Main_Page

Sources

http://www.gartner.com/it-glossary/?s=Learning+Analytics
https://en.wikipedia.org/wiki/Main_Page
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The Campus Computing Project, 2015
campuscomputing.net
October 2015

Use of Loyola Produced Video

Usage of video produced by the 
LUC community continued to grow 
in FY16:

• >1,700 new videos submitted 
to Kaltura (20% increase from 
2015)

• >57,000 views of Loyola videos 
in FY16 (43% increase from 
FY15)

• >3,300 lecture captures were 
added by faculty to Panopto
(67% increase from FY15)



The Campus Computing Project, 2015
campuscomputing.net
October 2015



What is Cloud Computing anyway?
NIST Definition:  Cloud computing is a model for enabling convenient, on-demand 
network access to a shared pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly provisioned and released 
with minimal management effort or service provider interaction.  Variations:

1. SaaS 
• Service on demand, through a subscription, in a “pay-as-you-go” model
• Good uses:  “Vanilla”/no customization, web or mobile, demand spikes

2. PaaS 
• Services to develop, test, deploy, host and maintain applications
• Good uses:  Supports agile, iterative software development

3. IaaS
• Delivers servers, storage, network and operating systems – as an on-demand service
• Good uses:  Demand is volatile/rapid growth, no cap-ex, temporary need

• Public vs. Private and U.S. Only vs. International Sites
• Changing Skillsets and Roles
• Adding complexity to technology contracts with introduction of 3rd parties
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Current State
&

Technology Direction



ITS FY16 Annual Summary



ITS FY16 Portfolio Summary

545 Projects





ITS FY16 Scorecard Summary…



Concepts
• Faculty/Staff/Student:  

• “I can fulfill my relationship 
with Loyola from wherever I 
am.”

• Easy to use
• Web/portal-based
• Secure
• Self service
• University:  

• How do we “elegantly give up 
control?”

Technology Implications
• Reduce or eliminate 

constraints of things like VPN,
Loyola Software, network 
drives

• Portal
• Virtualization
• Desktop Management 
• Application streaming
• Cloud-based
• Increased device 

independence

ITS Strategic Direction
“Anytime Anywhere Access”



I am a… 

Regardless of where I am, I can:
• Collaborate with students, faculty and staff via meetings or 1:1 (video conference, share files and research data 

securely)
• Complete business with Loyola (apply to Loyola, schedule a visit, sign up for events, register for classes, view 

grades, pay my bill, donate, etc.)
• Conduct self-service activities (reset my password, reserve a meeting space or digital media equipment, access 

reporting, etc.)
• Connect to my Loyola services without intervention from any device

Students/Faculty/Staff/Alums/Friends…
“Technology at Loyola enables me to fulfill my 
relationship in a simple, secure and seamless 
way.”

Loyola’s technology architecture strategy supports
Schedules which are 24/7 in nature (Anytime)
An LUC Community which is mobile (Anywhere)
Straightforward and appropriate access to systems (Access)



Anytime Anywhere Access Strategy
Detailed User Experience

Loyola’s technology architecture strategy supports
Schedules which are 24/7 in nature (Anytime)
An LUC Community which is mobile (Anywhere)
Straightforward and appropriate access to systems (Access)

Students/Faculty/Staff/Alums/Friends…
“Technology at Loyola enables me to fulfill my relationship in a simple, 
secure and seamless way.”

Current State Future State

Change Initiatives to Move to Future State

• Identity & Access Management
• Remote Application Access
• Application Virtualization
• Portal Technology Assessment
• Inter-Campus Connectivity Improvements
• Wired & Wireless Network Security
• Improved Device Registration
• Data Loss Prevention
• Disaster Recovery 
• Creation of Institutional Dashboards
• Service Desk/Expanded Self Service
• Social Media Communications
• Password Self Service
• Loyola Secure Access
• Information Security Awareness
• Mobile Device Management
• Mobile Classroom Clickers
• Systems Upgrades: 

LOCUS, Lawson, Advance, Kronos, 
Help Desk, DocFinity

Applications are difficult to find with access to the applications 
requiring disparate credentials or complex processes to launch.  
Specific devices or configurations are required for some 
applications.  Data is kept in many places with inconsistent 
reporting methods.

Applications are easily locatable with streamlined access 
methods by role regardless of the device or configuration.  
Clear and recommended reporting and storage options for 
institutional, shared and individual data.

A number of legacy technologies are available, installed and 
supported to perform similar functions. Applications are 
delivered locally and may require support/human intervention. 
Limited or partial system redundancy and disaster recovery 
plans for technology services.

Password resets can only be performed by full-time staff 
during limited hours. A secure computing environment is 
available but requires complex processes to access and use.  
Access to information is the same regardless of the level of 
risk. The University has implemented a portion of an 
information security risk program that includes voluntary 
participation in information security awareness sessions.

Password resets can be performed securely without 
intervention by a third party. Straightforward and direct 
access to applications, data and services is appropriately 
allowed by role and secured by risk. Loyola's information 
assets are protected adequately by an information 
security risk and awareness program that is understood 
and delivered to all Loyola constituents.

Standardized infrastructure streamlines support and 
availability of technology services. Applications are 
delivered and accessible virtually and do not require 
desktop software. System availability is optimized with 
disaster recovery plans and processes in place and tested 
for key technology services. 

Disparate services, standards and technologies are supported 
with limited hours and options for help desk assistance. 
Applications are not device “agnostic” and information 
presentation is inconsistent. Access to data is tailored to 
specific needs or requests and is not standardized.

Technology services are clearly defined, communicated 
and supported by a robust self-service environment. 
Applications will be delivered to a given device or browser 
in such a way that is readable and usable. Data is 
structured, organized and consolidated via self-service 
dashboards.



Anytime Anywhere Access Strategy
Technology Implications

Loyola’s technology architecture strategy supports
Schedules which are 24/7 in nature (Anytime)
An LUC Community which is mobile (Anywhere)
Straightforward and appropriate access to systems (Access)

Students/Faculty/Staff/Alums/Friends…
“Technology at Loyola enables me to fulfill my relationship in a simple, secure 
and seamless way.”

Current State
Multiple sign-ons
Limited accessibility
Random application locations
Loyola assigned/approved devices
Multiple steps to accomplish a single task
Data is difficult to find

Disparate infrastructure across campuses
Local software delivery through LUC workstations
Partial DR plans and environments

Help desk password reset
Single/two factor authentication, VPN certificate
Basic information security awareness
Complicated security architecture
Reactive security actions/protection

Content presentation is inconsistent
Support via direct contact
Ad-hoc service definitions
Decentralized technology services support
Institutional data dispersed

Future State
Single sign-on
Accessibility by role
Portal/home page
Device agnostic
Streamlined execution of tasks
Data easily locatable

Unified infrastructure across campuses
Virtualized desktop and application access
Defined, tested and maintained DR environments

Self-service password reset
Multi-factor authentication
Information Security education program
Simplified and transparent security architecture
Proactive risk-based security program / decisions

Content presentation is device/browser agnostic
Robust self-service support environment
Well defined service offerings
Centralized technology services support
Self-service reporting and Dashboards

Change Initiatives to Move to Future State

• Identity & Access Management
• Remote Application Access 
• Application Virtualization
• Portal Technology Assessment
• Inter-Campus Connectivity Improvements
• Wired & Wireless Network Security
• Improved Device Registration
• Data Loss Prevention
• Disaster Recovery 
• Creation of Institutional Dashboards
• Service Desk/Expanded Self Service
• Social Media Communications
• Password Self Service
• Loyola Secure Access
• Information Security Awareness
• Mobile Device Management
• Mobile Classroom Clickers
• Systems Upgrades: 

LOCUS, Lawson, Advance, Kronos, 
Help Desk, DocFinity
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October 13, 2016 - Thursday, 1:30-3:30 PM
 HIPAA Compliance – New Topics
 Software Licensing Related to Alumni Access
 Internet Bandwidth Planning
 Tech Briefing

November 17, 2016 - Thursday, 1:30-3:30 PM

December 13, 2016 - Tuesday, 1:30-3:30 PM
 Project Portfolio Prioritization

2016 ITESC Schedule
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March 29, 2016 - Tuesday, 1:30-3:30 PM
 Space Management Needs Analysis
 Phone System Replacement-Strategy
 Information Security Update
 Disaster Recovery Update-Brief
 LUHS Workday Migration-LUC Process Analysis 

May 18, 2016 - Wednesday, 1:30-3:30 PM
 Phone System Replacement
 Video Conferencing Update
 Disaster Recovery Update

June 23, 2016 - Thursday, 1:30-3:30 PM
 Project Portfolio Prioritization
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